
Product ProfileSecurity

DYNAC™ General Features
• GIS map and schematic based GUI

• Integrated Incident Response
Management with on-line decision
support

• Seamless digital and analog video
management

• WYSIWYG electronic sign control

• Historical data recording system

• Trending of real-time and historical
data

• Equipment maintenance reports

• Alarm paging

• Multi-vendor and legacy equipment
support

• Adherence to NTCIP C2C standards
facilitates multi-jurisdictional
coordination

Operator Security
The security system consists of
configurable roles that determine access
privileges.  The roles can also be used to
partition a system into areas of
responsibility based on function or
geographic area.

User authentication is provided by a name
and password with optional biometric,
smart card or other security system.  A
security policy can be enforced to require
a new password, to control password
size, and to limit simultaneous logins and
lockout users.

Video Management
Fusion of video with other real-time
information provides security operators
with total situational awareness. Video
analytics and management software
continuously processes and analyzes data

Safely and Effectively Operate Facilities -- Especially
During Emergency Situations. Fast response times are critical to managing

emergencies. When a threat is detected, video
images associated with the incident are
automatically switched to the workstation
monitor.  By integrating CCTV functions with
DYNAC™’s incident management applications,
operators can rapidly validate and classify
incidents which facilitates prompt and
appropriate response.

Incident Response
Effectiveness of any emergency management
plan can be measured by the speed and
efficiency in responding appropriately to
incidents.  DYNAC™’s IRM (Incident Response
Manager) enables rapid, consistent, and
appropriate responses to incidents and
scheduled events. IRM ties control room
operations together and simplifies system use.
Features:

• Real-time decision support tools provide
computer-assisted response to security
breaches and emergency situations

• Configurable incident categories enable
operators to quickly characterize incidents

• Map or schematic display of incident locations

• Integration with CCTV Manager enables
operators to visually confirm incidents

• Archiving of incident data for reporting or
future retrieval or analysis

Alerts
DYNAC™ C3I transmits alert messages to e-
mail addresses, mobile phones, and digital
pagers, facilitating a quicker response to
emergencies.

All alarms are managed by the DYNAC™
Incident Response Manager and can be
generated from sources including:

• Video analytics

• Cameras with auto motion tracking

• Equipment failures

• SCADA systems via PLCs

• Operator generated conditions

Access Control

Transdyn DYNAC™ C3I systems
monitor and control access to entire
facilities and infrastructure complexes.
Our systems control the movement of
persons through facilities, buildings,
vehicle parking areas, and detects
unauthorized opening of building doors,
windows, system control panels, etc.,
as well as unauthorized persons in
protected areas.  When an intrusion is
detected, the associated camera and
preshot are immediately displayed on a
monitor. Integrated devices include:

• Field access control panels

• Card readers

• Magnetic door switches

• Electromagnetic locking devices

• Electric door strikes

• Motion detectors

• Fuel dispensing monitoring
equipment

• Break glass sensors

Incident Management

to automatically detect incidents. Once a
threat has been discovered, response plans
are automatically generated and
implemented allowing security personnel to
efficiently manage emergency situations
and restore conditions. Features:

• CCTV integration with the Incident
Response Manager application enables
rapid response

• Automatic user notification of video
alarms

• Monitor and control multiple command
centers

• Video analytics software integration

• Video archiving

• Seamless integration of analog and
digital cameras

• Quick viewing of incidents and
surveillance of facilities with manual or
automated control

• Simultaneously control multiple brands of
cameras

• Perimeter surveillance

• Broadcast of video external to the
control center, such as TV media streams
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• Bridges

• Tunnels

• Transit Systems

• Water Treatment Facilities

• Water Distribution Systems

• Power Distribution Systems

• Building Management

• Gas Transmission

• Airports

• Industrial Facilities

• Ports

Total Situational Awareness
In today’s environment, securing and
protecting our vital infrastructure is
essential. Top government agencies put
their trust in Transdyn to deliver intelligent
security and surveillance systems to
protect their critical facilities and people.

Transdyn systems secure some of the most
sensitive infrastructure in the country.
From intelligent video solutions to site
access management, our open architecture
systems utilize the latest technology to
enhance situational awareness and
safeguard valuable assets.

From a single interface, DYNAC™
Communications, Command, Control and
Intelligence (C3I) software seamlessly
integrates video surveillance, intrusion
detection, access control, and incident
response management into a
homogeneous user environment. Security
agents quickly detect and effectively
respond to potential threats and
emergency situations using a
comprehensive set of security and
surveillance technologies.

Security and Surveillance
Technologies
• Command Center software

• Video management and storage

• Video Analytics

• Motion and perimeter sensors

• Access control and intrusion detection

• Real-time incident detection and
response management

• Integrated alarm notification and
reporting

• Integration with SCADA and facility
management systems

• Automatic vehicle identification
integration

• Public emergency advisories

Secure Communications
Transdyn has designed and implemented
hundreds of reliable and secure
communications systems consisting of
numerous transport technologies.  Not one of
our communications infrastructures has ever
been compromised.  Our expertise includes:

• Local and wide area networks  including T1,
TLS, microwave radio, GbE, 100BaseT,
SONET, Wi-Fi, CDMA, GPRS, CDPD, frame
relay, DSL, satellite, etc.

• Integrated audio management with outside
agencies and emergency responders

• Innovative communications systems with
paramount reliability and functionality

Emergency Management
Through integration with AVL systems,
DYNAC™ C3I enables operators to track
emergency vehicles and assist in emergency
response dispatch determining the quickest
route to destination.

An integrated workstation communication
system permits operators to speak to other
operators and external emergency
management agencies such as Fire and Police
without having to divert their attention from
the console displays.

Fault Tolerant Design
• Integrated failover software provides

data replication and automatic failover
to a redundant server.

• DYNAC™ C3I supports the use of
redundant networks for fault tolerant
communications.

Scalability
• Standards-based design and simple

configuration makes future expansion
fast and easy.

• Object-oriented design allows for rapid
development and integration of new
functions and features.

www.transdyn.com

Critical Infrastructure
Security Solutions:
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